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System Scalability and Security

Programming is exponentially complex
—> Limiting the # of arch integrated
- Bad scalability

- More vulnerabilities

—> Due to customized protocols
—> How about now?

We must do it this way, in the past...

Scalability: Make accelerators talk in the same language
-~ A unified intermediated layer

—> Code compiled to one representation

- Accelerators integrate to one layer
—> Efforts: COARSE, WPerf, CodeFlow
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Little to no modification to
existing code and programming
exercise.

Shared Memory

Driver 1 Driver 3

Conventional Accelerator Pro::,ro\mmin::,
WGPV, FP&A, SmartNIC, ete)

Runtime Runtime Compile once, run
Library Library evergwhere
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Accelerators exchange
code and data in a unified
approach
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Security: A systematic analysis framework
—> Unbox the arch design black-box

> Attack and mitigate
—> Efforts: LENS, NVLeak, CXLeak
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Research: Industry — CVM:
- Arch security - Google’21: AMD SEV & SEV-ES
- System for ML - Meta’22: AMD SEV-SNP

- System for emerging arch - Google’23: AMD SEV-SNP SVSM

Scan to access my website

Application

LLM Training & Inference
Vector Database
KV-Store

Traditional workloads

Programming

Compiler & library support
More language supports
Compiler optimizations

Just-in-time compilation
Abstraction of common operations
Abstraction of system resources
Extension for new accelerators
Runtime security

Code scheduling

Shared memory support
Resource isolation
Trusted execution

Architecture

Unified integration to the runtime
Arch-level optimization

Mitigating arch attacks

Trusted execution

Modeling new hardware perf.
Modeling integration cost
H/W interface for the runtime
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